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1 Instruction for Use

Before getting into the device features and functions, it is recommended to be familiar with the below

fundamentals.

1.1 Finger Positioning

Recommended fingers: Index, middle, or ring fingers; avoid using the thumb or pinky, as they are difficult

to accurately press onto the fingerprint reader.

n n r

Too low Too close to the edge

Vertical
— —

Note: Please use the correct method when pressing your fingers onto the fingerprint reader for registration
and identification. Our company will assume no liability for recognition issues that may result from incorrect
usage of the product. We reserve the right of final interpretation and modification concerning this point.

1.2 Standing Position, Facial Expression and Standing Posture

® The Recommended Distance

The distance between the device and a user whose height is
in a range of 1.55m to 1.85m is recommended to be 0.3 to

2.5m. Users may slightly move forward or backward to

1.5m
NN R O R ONSORON NOK]

improve the character of facial images captured.

0.3-2m



® Recommended Standing Posture and Facial Expression

=
)

€9E9%.

€969

Facial Expression Standing Posture

Note: Please keep your facial expression and standing posture natural while enrolment or verification.

1.3 Face Registration

Try to keep the face in the centre of the screen during registration. Please face the camera and stay still
during face registration. The screen looks like this:

i Enroll Face

® Correct Face Registration and Authentication Method

Recommendation for Registering a Face

5




When registering a face, maintain a distance of 40cm to 8ocm between the device and the face.

Be careful to keep your facial expression natural and not to change. (smiling face, drawn face, wink,

etc.)

If you do not follow the instructions on the screen, the face registration may take longer or may fail.
Be careful not to cover the eyes or eyebrows.

Do not wear hats, masks, sunglasses or eyeglasses.

Be careful not to display two faces on the screen. Register one person at a time.

It is recommended for a user wearing glasses to register both faces with and without glasses.

Recommendation for Authenticating a Face

Ensure that the face appears inside the guideline displayed on the screen of the device.

Sometimes, authentication may fail due to the change in the wearing glasses then the one used while
registration. In such a case, you may require authenticating your face with the previously worn glasses.
If your face was registered without glasses, you should authenticate your face without glasses further.

If a part of the face is covered with a hat, a mask, an eye patch, or sunglasses, authentication may fail.

Do not cover the face, allow the device to recognize both the eyebrows and the face.

1.4 Standby Interface

After connecting the power supply, the following standby interface is displayed:

2020-12-07 12:00 (1" ey

(1]

12:00

2020-12-07 Monday

Welcome

ﬁ



* Tap to enter the User ID input interface.
®  When there is no Super Administrator set in the device, tap = to go to the menu.

® After adding a Super Administrator on the device, it requires the Super Administrator’s verification

before opening the menu functions.

Note: For the security of the device, it is recommended to register a super administrator the first time

you use the device.

® The punch state options can also be displayed and used directly on the standby interface. Tap
anywhere on the screen apart from the icons, and six shortcut keys appears on the screen, as shown in
the figure below:

2020-12-07 1211 ASE
Check-In Check-Oul
Break-Out Break-In
Ovartimae-in Owertime- Cul

ﬁ
=

® Press the corresponding punch state key to select your current punch state, which is displayed in green.

Please refer to "Shortcut Key Mappings" for the specific operation method.

Note: The punch state options are off by default and need to select other mode options in the "Punch
States Options" to get the punch state options on the standby screen.



1.5 Virtual Keyboard

= First Mama

ESC

123 ENm

Note: The device supports the input in Chinese language, English language, numbers, and symbols.
® Tap Ento switch to the English keyboard.

®  Pressa123to switch to the numeric and symbolic keyboard.

e  Tap ABCto return to the alphabetic keyboard.

® Taptheinput box, a virtual keyboard appears.

® Tap ESCto exit the virtual keyboard.



1.6 Verification Mode

1.6.1 Fingerprint Verification

® 1: N Fingerprint Verification Mode

Compares the fingerprint that is being pressed onto the fingerprint reader with all of the fingerprint data

that is stored in the device.

The device enters the fingerprint authentication mode when a user presses his/her finger onto the

fingerprint scanner.

Please follow the correct way to place your finger onto the sensor. For details, please refer to section Finger

Positioning.
Verification is successful: Verification is failed:
- —_— = | 12:26 =

Failed to verify

MName : Mike Lee .
UsariD:1 lilngal Eingerprint

Verlty : Fingerprin User ID
¥ Yarlly ; Fingerpring

® 1:1 Fingerprint Verification Mode

Compares the fingerprint that is being pressed onto the fingerprint reader with the fingerprints that are
linked to User ID input via the virtual keyboard.

Users may verify their identities with 1:1 verification mode when they cannot gain access with 1: N

authentication method.
Clickthe () button on the main screen to enter 1:1 fingerprint verification mode.

Input the user ID and press OK.



12:28

§)

1 2 3 &
4 5 G o
7 8 9 ~
ESC 0 123 _

If the user has registered face and password in addition to his/her fingerprints and the verification method is

set to Password/Fingerprint/Face verification, the following screen will appear. Select the fingerprint icon to

f@ enter fingerprint verification mode.

= 1237 =

@ D -o

Press the fingerprint to verify.

10
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Verification is successful:

Verification is failed:

= 12:37

MName : Mike Lee
UsariD:1
Verity : Fingerprin

Successiully verified.

= 1237

Illegal Fingerprin
U:glﬂ H
Warlty : Fingarprint

Failed to verify.




1.6.2 Card Verification

® 1:N Card Verification

It compares the acquired card information with all card data registered in the device. The following is the

pop-up prompt box of comparison results.

b 14:02

Name : Mike Los
Jeer 101
Varily : Card

® 1:1 Card Verification

Compares the card that is being put onto the card reader with the card data that related to the entered user
ID.

Press [Z) on the main interface and enter the 1:1 card verification mode.

12



Enter the user ID and click OK.

= 12:28

1
1 2 3 &
4 5 G o
7 8 9 ~
ESC 0 123

If an employee registers a fingerprint in addition to the card, the following screen will appear. Select the

= icon to enter card verification mode.

b 11:48

1l @

Following are the display screen after putting a correct card and a wrong card respectively.

13
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Verification is successful:

D

14:02

Successiully verified

Name : Mike Los
User 101
Warily : Card

Verification is failed:

b 14:01

Failed to verify.
Card Numbar * 000000004

Liser 1D .1
Verity : Card



1.6.3 Facial Verification

® 1:N Facial Verification

Conventional Verification

In this verification mode, the device compares the collected facial images with all face data registered in the
device. The following is the pop-up prompt of a successful comparison result.

D 730 (==

H

g2 17:30 &

i

Hame; Mke
L 48315
Fack

® 1:1 Facial Verification
Compare the face captured by the camera with the facial template related to the entered user ID.
Press on the main interface and enter the 1:1 facial verification mode.

Enter the user ID and click OK.

15



12:28

§)

1 2 3 &
4 5 G o
7 8 9 ~
ESC 0 123 _

If an employee registers a fingerprint and password in addition to the face, the following screen will appear.
Select the '3' icon to enter face verification mode.

o 12:37 f—

User 1D :1

@ D -o

After successful verification, the prompt box displays "Successfully Verified", as shown below:

16



= 12:38 B =

If the verification is failed, it prompts "Please adjust your position!".

17



1.6.4 Password Verification

The device compares the entered password with the registered password of the given User ID.

Tapthe (&) button onthe main screen to enter the 1:1 password verification mode. Then, input the user ID

and press OK.

= 12:28

1
1 2 3 &
4 5 G S
7 8 9 bV
ESC 0 123

If an employee registers fingerprint and face in addition to password, the following screen will appear.

Select the ? icon to enter password verification mode.

18



= 1237

User 1D 1
(Q
Input the password and press OK.
= 1228
input Password
1
4
7

Following are the display screen after entering a correct password and a wrong password respectively.

19



Verification is successful:

b 12:28

Successfully verified.

Name: Mike Lee
User [D: 1
Verify: Password

1.6.5 Combined Verification

Verification is failed:

b 12:28

Failed to verify.

Erras! Invalid password
User 101
Varily © Pasgward

To increase security, this device offers the option of using multiple forms of verification methods.

20
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Verilicalion Mode

Password/FingerprintiFace

Fingerprint anly

User 10 enty

Password

User |D+Fingarprint

FingarprintsPassword

Usar |D+Fingesprint+Password

Face anly

FacesFingerprint

FacesPassword

FacosFingerprint+«Passwaord



Procedure to Set for Combined Verification Mode

® Combined verification requires personnel to register all the different verification methods. Otherwise,

employees may not be able to successfully verify through the combined verification process.

® Forinstance, when an employee has registered only the face data, but the Device verification mode is
set as "Face + Password", the employee will not be able to complete the verification process

successfully.

® This is because the Device compares the scanned face template of the person with registered
verification template (both the Face and the Password) previously stored to that Personnel ID in the

Device.

But as the employee has registered only the Face but not the Password, the verification will not get

completed and the Device displays "Verification Failed".
Note:

e "["means"or", and "+" means "and".

®  You must register the required verification information before using the combination verification
mode, otherwise the verification may fail. For example, if a user uses Face Registration but the

verification mode is Face + Password, this user will never pass verification.

21



2 Main Menu

Press = on the initial interface to enter the main menu, as shown below:
= Main hdeny '1L
i v = =
= L L
Lhsar Mgl Lsar Pl oM, Teyslem
AT & ! “
| } ,'!. B | I
Fersonslirs Clasa Mgl Rocsas Cordnod Atterclanie
SeEch
U . =
Aaterlasd Eysiom Inks

Function Description

Menu Descriptions

User Mgt. To Add, Edit, View, and Delete information of a User.

User Role To set the permission scope of the custom role and enroller for the users, that is, the
rights to operate the system.

COMM. To set the relevant parameters of Network, Serial Comm., PC Connection, Wireless
Network, Cloud Server, Wiegand and Network Diagnosis.

System To set parameters related to the system, including Date & Time, Access Logs Setting,
Face, card, password and Fingerprint parameters, Video Intercom parameters,
security settings and resetting to factory settings.

Personalize To customize settings of User Interface, Voice, Bell Schedules, Punch State Options
and Shortcut Key Mappings settings.

Data Mgt. To delete all relevant data in the device.

Access Control

To set the parameters of the lock and the relevant access control device including
options like Time schedule, Holiday Settings, Combine verification, Anti-passback
Setup, and Duress Option Settings.

Attendance To query the specified Event logs, check Attendance Photos and Blocklist attendance

Search photos.

Autotest To automatically test whether each module functions properly, including the LCD
Screen, Audio, Microphone, Fingerprint sensor, Camera, and Real-Time Clock.

System Info To view Data Capacity, Device and Firmware information and Privacy Policy of the

device.

Note: When users use the product for the first time, they should operate it after setting administrator
privileges. Tap User Mgt. to add an administrator or edit user permissions as a super administrator. If the

22



product does not have an administrator setting, the system will show an administrator setting command

prompt every time you enter the device menu.

2022-05-19 1200 A&=E

12:00

2022-05-19 Thursday

Welcome

To engura syslam gacurity, please creala an aimin account

oK

23



3

User Management

3.1 User Registration

Tap User Mgt. on the main menu.

New Usar

All Uisers

Display Styfa

3.1.1 Register a User ID and Name

Tap New User and enter the User ID and Name.

24

Usar ID

MName

User Role

Palm

Fingerprint

Card Number

Fageword

Acoess Conlrol Role

Liser Mgt

I

Nermal User



Note:

®  Aname can take up to 17 characters.

® Theuser ID may contain 1-9 digits by default.

®  You can modify your ID during the initial registration but not after registration.

® |famessage "Duplicated!" pops up, you must choose another ID as the entered User ID already exists.

3.1.2 Setting the User Role

There are two types of user accounts: the Normal User and the Super Admin. If there is already a
registered administrator, the normal users have no rights to manage the system and may only access
authentication verifications. The administrator owns all management privileges. If a custom role is set, you

can also select User Defined Role permissions for the user.

Click User Role to select Normal User or Super Admin.

= Lrser Aol

Mormal Lser

() Super Admin

Note: If the selected user role is the Super Admin, the user must pass the identity authentication to access
the main menu. The authentication is based on the authentication method(s) that the super administrator

has registered. Please refer to "Verification Mode".

25



3.1.3 Register Fingerprint
Click Fingerprint to enter the fingerprint registration page. Select the finger to be enrolled.

- Enroll Fingaiprin

Please select the linger 1o be anralled

Press the same finger on the fingerprint reader three times. Green indicates that the fingerprint was
enrolled successfully.

pil Enrall Fingerprini(2.8)

Enrolled successiuly

26



3.1.4 Register Face

Click Face to enter the face registration page. Please face the camera and stay still during face registration.
The registration interface is as follows:

D Enroll Face

27



3.1.5 Register Card Number

® Enroll Card
Tap Card in the New User interface to enter the card registration page.

® On the Card interface, swiping card underneath the card reading area. The card registration will be

successful.

e |f the card is registered already then the “"Duplicate Card” message shows up. The registration interface

is as follows:

=3 Envoll Card Number 3 Enroll Card Mumber

Pease swipe card

olo -
Ex ' I..

3.1.6 Register Password

Tap Password to enter the password registration page. Enter a password and re-enter it. Tap OK. If the two

entered passwords are different, the prompt "Password not match!" will appear.

28



= Pasaward

1 2 3 &
4 5 G ~
7 8 9 v
ESC 0 123

Note: The password may contain one to eight digits by default.

3.1.7 Register User Photo

When a user registered with a photo passes the authentication, the registered photo will be displayed.

Click User Photo, click the camera icon to take a photo. The system will return to the New User interface
after taking a photo.

Note: While registering a face, the system will automatically capture a picture as the user photo. If you do
not want to register a user photo, the system will automatically set the picture captured as the default

photo.

3.1.8 Access Control Role
User access control sets the door unlocking rights of each person, including the group and the time period
that the user belongs to.

Click Access Control Role > Access Group, assign the registered users to different groups for better
management. New users belong to Group 1 by default and can be reassigned to other groups. The device
supports up to 99 access control groups.

Click Time Period, select the time period to use.

29
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Access Group

Time Period

Duress Fingarprint

Accass Control




3.2 Search User

On the Main Menu, tap User Mgt., and then tap All Users to search a User.

On the All Users interface, tap on the search bar on the user’s list to enter the required retrieval keyword

(where the keyword may be the user ID, surname, or full name) and the system will search for the related
user information.

- Lisar Mgl. b | All Users
MNew Liser 1 Mike
All Users 2 Jon
Display Style ) Lily

31



3.3 Edit User

On the All Users interface, tap on the required user from the list and tap Edit to edit the user information.

| Usar: 1 Mike Lea = Edit @ 2
Edi User ID H
Dalate MName
User Role Normal User
Palm
Fingerprint
Face
Card Numbes
Pagsword

Acoess Conlrol Role

Note: The process of editing the user information is the same as adding a new user, except that the User ID

cannot be modified when editing a user. The process in detail refers to "User Registration".

3.4 Deleting User

On the All Users interface, tap on the required user from the list and tap Delete to delete the user or
specific user information from the device. On the Delete interface, tap on the required operation and then
tap OK to confirm the deletion.

® Delete Operations

Delete User: Deletes all the user information (deletes the selected User as a whole) from the Device.
Delete Face Only: Deletes the Face information of the selected user.

Delete Password Only: Deletes the password information of the selected user.

Delete Fingerprint Only: Deletes the Fingerprint information of the selected user.

Note: If you select Delete User, all information of the user will be deleted.

32



3.5 Display Style

Tap on User Mgt. > Display Style to choose the style of All Users interface’s list.

1] Display Style
Mullipls Line
() Mized Line
Different display styles are shown as below:
Multiple Line: Mixed Line:
b Al Uigers b Al Uigers

1 Mika Lee

Mike Loe

33



4 UserRole

If you need to assign some specific permissions to certain users, you may edit the "User Defined Role" under
the User Role menu.

You may set the permission scope of the custom role (up to 3 roles) and enroller, that is, the permission
scope of the operation menu.

Click User Role on the main menu interface.

Lrzer Aole

User Dalined Rele 1

User Delined Aole 2

User Defined Role 3

Enraligr

EeBREBEYv

On the User Defined Role interface, toggle Enable Defined Role to enable or disable the user-defined role.

' User Delined Role 1

Enable Defined Role
Name User Defined Roke 1

Deline Usar Role

Tap on Name and enter the custom name of the role.

User Role ] SuperAdmin

taar. Difinnd Bioig:! Enable Delined Role (_

Usar Delined Role 2
Name SuperAdmin-1

User Delined Role 2

Define Usar Role
Ernraliar

- I - I - R
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Then, tap on Define User Role and select the required privileges to assign to the new role, and then tap on
the Return button.

During privilege assignment, the Main Menu function names will be displayed on the left and its sub-menus
will be listed on its right.

First, tap on the required Main Menu functions, and then select its required sub-menus from the list which
the user can access.

. SuperAdmin . User Agle
[_] User Mgt. .| Mew User (O Normal User

[/ Comm, /| Al Users ®) SuperAdmin-1

./ System .| Display Style () Super Admin

| | Persenalize

| Data Mat.

/| Becess Contral
|| Attendance Search
/| Print

_’ ] Autotest

_- ]Syatam Info

Note: If the User Role is enabled for the device, tap on User Mgt. > New User > User Role to assign the
created roles to the required users. But if there is no super administrator registered in the device, then the

device will prompt "Please enroll super admin first!" when enabling the User Role function.
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5  Communication Settings

Tap COMM. on the Main Menu to set the Ethernet PC connection, Cloud Server setting, Wiegand and Network

Diagnosis.

it Comm

D Etharret

E Serial Comm

i -! PC Connachion
Wi-Fi Satlings

é-"- Claud Server Settings
Wiegand Selup

E Nelwork Diaghoss
n Bluataath Saitings

5.1 Network Settings

When the device needs to communicate with a PC over the Ethernet, you need to configure network

settings and ensure that the device and the PC connect to the same network segment.

Tap Ethernet on the Comm. Settings interface to configure the settings.

= Ethernel

B
B2
2

F Address

Subnet Mask Z55 2552550

Gateway 191 68,1631

DNS 148114114

TCP COMM Farl 4370

DHCFP

]

Display in Stalus Bar
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Function Description

Function Name Descriptions

IP Address The default IP address is 192.168.1.201. It can be modified according to the
network availability.

Subnet Mask The default Subnet Mask is 255.255.255.0. It can be modified according to the
network availability.

Gateway The default Gateway address is 0.0.0.0. It can be modified according to the
network availability.

DNS The default DNS address is 0.0.0.0. It can be modified according to the
network availability.

TCP COMM. Port The default TCP COMM Port value is 4370. It can be modified according to the
network availability.

DHCP Dynamic Host Configuration Protocol dynamically allocates IP addresses for
clients via server.

Display in Status Bar Toggle to set whether to display the network icon on the status bar.

5.2 Serial Commy

Serial Comm function facilitates to establish communication with the device through a serial port (/RS485/
Master Unit).

Tap Serial Comm. on the Comm. Settings interface.

= Seriadl Lomm = Seriai Come
Serial Port R5485(PC) ) no using
Baudrate 115200 #1 RS485 (PC)

O Master Unit
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Function Description

Function Name Descriptions

Serial Port Disable: Do not communicate with the device through the serial port.
RS485(PC): Communicates with the device through RS485 serial port.
Master Unit: When RS485 is used as the function of “Master unit”, the device will
act as a master unit, and it can be connected to RS485 fingerprint & card reader.
Baud Rate

The rate at which the data is communicated with PC, there are 4 options of baud
rate: 115200 (default), 57600, 38400, and 19200.

The higher is the baud rate, the faster is the communication speed, but also the
less reliable.

Hence, a higher baud rate can be used when the communication distance is short;
when the communication distance is long, choosing a lower baud rate would be
more reliable.

5.3 PCConnection

Comm Key facilitates to improve the security of data by setting the communication between the device and
the PC. Once the Comm Key is set, a password is required to connect the device to the PC software.

Tap PC Connection on the Comm. Settings interface to configure the communication settings.

' PC Conneclion

Comm Key

Device 1D 1

Function Description

Function Name Descriptions

Comm Key The default password is 0 and can be changed.

The Comm Key can contain 1-6 digits.

Device ID It is the identification number of the device, which ranges between 1 and 254.

If the communication method is R5232/RS485, you need to input this device ID in
the software communication interface.
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5.4 Wireless Network
The device provides a Wi-Fi module, which can be built-in within the device mould or can be externally
connected.

The Wi-Fi module enables data transmission via Wi-Fi (Wireless Fidelity) and establishes a wireless network
environment. Wi-Fi is enabled by default in the device. If you don't need to use the Wi-Fi network, you can

toggle the Wi-Fi to disable button.
Tap Wi-Fi Settings on the Comm. Settings interface to configure the Wi-Fi settings.
= Wi-Fi Saltings 1=

WIFI
mwlygi@123 Corrciad
TEC =

Taca-bes =

]

Taco-Visitar

Add Wi-Fl Nebwark

Advanced

Wi-Fiis enabled in the Device by default. Toggle on button to enable or disable Wi-Fi.
Once the Wi-Fiis turned on, the device will search for the available Wi-Fi within the network range.

Tap on the appropriate Wi-Fi name from the available list, and input the correct password in the password

interface, and then tap Connect to Wi-Fi (OK).
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) Wi-Fi Settings 1= B s TEC

WIFI b Securlly WPAEAPIWPAZEAP
whyqi@123 Corewciod Signal Strangih: Vary Strang
= Password
TEC ?
Tuco-tes =
Teco-Visitor =
Add WI-F| Netwark
Advansad
Cancsl (ESC)
WIFI Enabled: Tap on the required network Tap on the password field to enter the password,
from the searched network list. and then tap on Connect to Wi-Fi (OK).

When the Wi-Fi is connected successfully, the initial interface will display the Wi-Fi = logo.

® Add Wi-Fi Network Manually

The Wi-Fi can also be added manually if the required Wi-Fi is not displayed on the list.

Wiralaan Nabwark = Add WIFI Hetwark

WIE
St in T Natwork range

| Matwork Woda P A

|
Add WIFT Nebwork Atk Made

Advanced

Tap on Add WIFI Network to add the Wi-Fi On this interface, enter the Wi-Fi network
manually. parameters. (The added network must exist.)

Note: After successfully adding the Wi-Fi manually, follow the same process to search for the added Wi-Fi
name.

® Advanced Setting

On the Wireless Network interface, tap on Advanced to set the relevant parameters as required.
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s | Wi-Fi Saltings 1= IF = Etharrit

[T

WIFl (:' DHCF - @

hwiyq@123 Cermbciod IF Address 182 158604
TEC E-‘u Submel Mask 258 255 2550
Teco-tes = Gateway V218865 1

Teco-Visitor

..5.]:|

Add Wi-Fi Natwark

Advancad

Function Description

Function Name Description

DHCP

Dynamic Host Configuration Protocol (DHCP) dynamically allocates IP addresses
to network clients. If the DHCP is enabled, then the IP cannot be set manually.

IP Address IP address for the Wi-Fi network, the default is 0.0.0.0. It can be modified
according to the network availability.

Subnet Mask The default Subnet Mask of the Wi-Fi network is 255.255.255.0. It can be modified
according to the network availability.

Gateway

The default Gateway address is 0.0.0.0. Can be modified according to the network
availability.

5.5 Cloud Server Setting

Tap Cloud Server Setting on the Comm. Settings interface to connect with the ADMS server.

e Cloud Server Selling

Sarver Made ADMS
Enable Domain Name

Server Address 152 1B8. 161 E
Sarver Port B0e8
Enable Proxy Sarver

HTTPS
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Function Description

Function Name Description

Enable Server Address | Once this mode is turned ON, the domain name mode "http://..."
Domain Name will be used, such as http://fwww.XYZ.com, while "XYZ" denotes the
domain name.

Disable Server Address | The IP address of the ADMS server.
Domain Name Server Port Port used by the ADMS server.
Enable Proxy Server The IP address and the port number of the proxy server is set

manually when the proxy is enabled.

HTTPS To increase the security of browser access, users can enable the

HTTPS protocol to create a secure and encrypted network
transmission and assure the security of sent data through identity
authentication and encrypted communication.

This function is enabled by default. This function can be enabled or
disabled through the menu interface, and when changing the
HTTPS status, the device will pop up a security prompt, and restart
after confirmation.

5.6 Wiegand Setup

It is used to set the Wiegand input and output parameters.

Tap Wiegand Setup on the Comm. Settings interface to set the Wiegand input and output parameters.

o Wiegand Selup

Wiegand Input

Wiegand Culpul

5.6.1 Wiegand Input

' Wisgand Optiens

Wiegand Format

Wisgand Bils 26
Pulse Width{us) 100
Pulse Interval|us) 1000
10 Typea Lsarr 1D
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Function Description

Function Name
Wiegand Format
Wiegand Bits
Pulse Width (us)

Pulse Interval (us)

ID Type

Descriptions
Its value can be 26 bits, 34 bits, 36 bits, 37 bits, and 5o bits.
The number of bits of the Wiegand data.

The value of the pulse width sent by Wiegand is 100 microseconds by default, which
can be adjusted within the range of 20 to 100 microseconds.

The default value is 1000 microseconds and can be adjusted within the range of 200
to 20000 microseconds.

Select between the User ID and card number.

Various Common Wiegand Format Description

Wiegand Format

Description

Wiegand26

Wiegand26a

Wiegand34

Wiegand34a

Wiegand36

Wiegand36a

Wiegand3y
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ECCCCCCCCcceececcececcecccecceo
It consists of 26 bits of binary code. The 1% bit is the even parity bit of the 2™ to 13t

bits, while the 26™ bit is the odd parity bit of the 14 to 25 bits. The 2" to 25™ bits
is the card numbers.

ESSSSSSSSCCCCCCCCCCceececco
It consists of 26 bits of binary code. The 1% bit is the even parity bit of the 2™ to 13t

bits, while the 26 bit is the odd parity bit of the 14" to 25™ bits. The 2" to 9™ bits is
the site codes, while the 10" to 25" bits are the card numbers.

ECCCCCCCCLLcceeccceecccecccececccceccco

It consists of 34 bits of binary code. The 1% bit is the even parity bit of the 2" to 17"
bits, while the 34 bit is the odd parity bit of the 18" to 33™ bits. The 2™ to 25™ bits
is the card numbers.

ESSSSSSSSCCCCCCCLccLeceeeccccececcceco

It consists of 34 bits of binary code. The 1% bit is the even parity bit of the 2" to 17"
bits, while the 354" bit is the odd parity bit of the 18" to 33" bits. The 2" to 9*" bits is
the site codes, while the 10" to 25 bits are the card numbers.

OFFFFFFFFFFFFFFFFCCCCCCCCCCCCCCCCMME

It consists of 36 bits of binary code. The 1 bit is the odd parity bit of the 2" to 18
bits, while the 36" bit is the even parity bit of the 19" to 35 bits. The 2" to 17" bits
is the device codes. The 18" to 33" bits is the card numbers, and the 34" to 35 bits
are the manufacturer codes.

EFFFFFFFFFFFFFFFFFFCCCCCCCCCCCCCCCCO

It consists of 36 bits of binary code. The 1% bit is the even parity bit of the 2" to 18"
bits, while the 36" bit is the odd parity bit of the 19" to 35 bits. The 2" to 19™" bits
is the device codes, and the 20'" to 35" bits are the card numbers.

OMMMMSSSSSSSSSSSSCCCCCCCCCCCCCCCCCCCE

It consists of 37 bits of binary code. The 1 bit is the odd parity bit of the 2" to 18™
bits, while the 37*" bit is the even parity bit of the 19" to 36" bits. The 2" to 4™ bits
is the manufacturer codes. The 5 to 16™ bits is the site codes, and the 21° to 36



bits are the card numbers.

Wiegand37a EMMMFFFFFFFFFFSSSSSSCCCCCCCCCCCCcccco
It consists of 37 bits of binary code. The 1t bit is the even parity bit of the 2" to 18
bits, while the 37" bit is the odd parity bit of the 19*" to 36 bits. The 2™ to 4™ bits is
the manufacturer codes. The 5™ to 14 bits is the device codes, and15™ to 20™" bits
are the site codes, and the 21 to 36™ bits are the card numbers.

Wiegandso ESSSSSSSSSSSSSSSSCCCCCCCCCCecccceeececccececcccccco

It consists of 5o bits of binary code. The 1% bit is the even parity bit of the 2™ to 25"
bits, while the 50 bit is the odd parity bit of the 26" to 49™ bits. The 2" to 17" bits
is the site codes, and the 18 to 49 bits are the card numbers.

"C" denotes the card number; "E" denotes the even parity bit; "O" denotes the odd parity bit; "F"
denotes the facility code; "M" denotes the manufacturer code; "P" denotes the parity bit; and "S"
denotes the site code.

5.6.2 Wiegand Output

' Wiegand Options

SRB

Wiegand Format

Wiegand output bils b
Falled ID Desabied
Site Coda Drsabied
Pulse Width{us) 100
Pulse Interval{us) 1000
D Type Usser 1D

Function Description

Function Name Descriptions

SRB When SRB is enabled, the lock is controlled by the SRB to prevent the lock
from opening due to device removal.

Wiegand Format Its value can be 26 bits, 34 bits, 36 bits, 37 bits, and 5o bits.

Wiegand Output Bits | After selecting the required Wiegand format, select the corresponding output bit
digits of the Wiegand format.
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Failed ID If the verification fails, the system will send the failed ID to the device and replace the
card number or personnel ID with the new one.

Site Code It is similar to the device ID. The difference is that a site code can be set manually and
is repeatable on a different device. The valid value ranges from o to 256 by default.

Pulse Width(us) The time width represents the changes in the quantity of electric charge with
regular high-frequency capacitance within a specified time.

Pulse Interval(us) The time interval between pulses.

ID Type Select the ID types as either User ID or card number.

5.7 Network Diagnosis

To set the network diagnosis parameters.
Click Network Diagnosis on the Comm. Settings interface. Enter the IP address that needs to be diagnosed,

and click Start the diagnostic test to check whether the network can connect to the device.

| Natwork Diagnosis

F address diagnostic test

Starl the diagnostic test
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6 System Settings

It helps to set related system parameters to optimize the accessibility of the device.
Tap System on the Main Menu interface to get into its menu options.
= System
Date Tima
Aecass Logs Setting
Faca
B3 Fingerprin
L™ Palm Paramater
I Secutlty Satting
Fasat

m Detection Managamani

6.1 Date and Time

Tap Date Time on the System interface to set the date and time.
b Dl Tirma
Cate and Time Auto Sync
Sel the NTP Servar Addrass ften pool niporg
Select Time Zone T
2d-Hour Time

Date Formal YYYuD0

The product supports the NTP synchronization time system by default. This function takes effect after Date
and Time Auto Sync is enabled and the corresponding NTP server address link is set.
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If users need to set date and time manually, disable Date and Time Auto Sync first, and then tap Manual
Time Setting to set date and time and tap Confirm to save.

i Date Tima
Date and Time Auto Syn

Manual Date and Time

Select Time Zone

2d-Hour Time

Date Formal YYY-M-D0

Tap Select Time Zone to select a time zone then tap the return button to save and exit.

Tap 24-Hour Time to enable or disable this format. If enabled, then select the Date Format to set the date
formati.e., the way date should be displayed on the device.

* Tap Daylight Saving Time to enable or disable the function. If enabled, tap Daylight Saving Mode to
select a daylight-saving mode and then tap Daylight Saving Setup to set the switch time.

= Daylight Saving Setup = Daylight Saving Setup

Start Moenth 1 Start Dale 00-00
Start Week 1 Start Time 00:00
Start Day Sundey End Date 00-00
Start Time 00:00 End Time 00:00
End Manth 1

End Weak 1

End Day Sunday

End Time 00:00

Week Mode Date Mode

When restoring the factory settings, the time (24-hour) and date format (YYYY-MM-DD) can be restored,
but the device date and time cannot be restored.

Note: For example, if a user sets the time of the device (28:35 on March 15, 2019) to 18:30 on January 1,
2020. After restoring the factory settings, the time of the device will remain at 18:30 on January 1, 2020.

47



6.2 Access Logs Setting

Click Access Logs Setting on the System interface.

- Access Logs Setting

Camera Mode Mo phaio
Display Liser Phale rfi
Access Log Alert o
Parigdic Dal of Access Logs Crsablad
Pariodic Dal ol ATT Phato T
Pariodic Del of Biocklist Photo o5

Authanticalion Timeout(s]

Face comparison Interval(s)

Function Description

Function Name Description

Camera Mode This function is disabled by default. When enabled, a security prompt will pop-
up and the sound of shutter in the camera will turn on mandatorily. There are
5 modes:

No Photo: No photo is taken during user verification.
Take photo, no save: Photo is taken but not saved during verification.
Take photo and save: All the photos taken during verification is saved.

Save on successful verification: Photo is taken and saved for each successful
verification.

Save on failed verification: Photo is taken and saved only for each failed

verification.

Display User Photo This function is disabled by default. When enabled, a security prompt will pop-
up.

Access Log Alert When the record space of the attendance access reaches the maximum

threshold value, the device automatically displays the memory space warning.

Users may disable the function or set a valid value between 1 and 9999.

Periodic Del of Access When access logs reach its maximum capacity, the device automatically
Logs deletes a set of old access logs.

Users may disable the function or set a valid value between 1 and 999.

Periodic Del of ATT When attendance photos reach its maximum capacity, the device
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Photo automatically deletes a set of old attendance photos.

Users may disable the function or set a valid value between 1 and gq.

Periodic Del of Blocklist = When block listed photos reach its maximum capacity, the device
Photo automatically deletes a set of old block listed photos.

Users may disable the function or set a valid value between 1 and gq.

Authentication Timeout = The amount of time taken to display a successful verification message.

(s) Valid value: 1~9 seconds.

Face Comparison The amount of time required to compare facial templates.

Interval (s) Valid value: 0~g seconds.

6.3 Face Parameters

Tap Face on the System interface to go to the face parameter settings.

pan Face 1l i Face 1L
V:M Theeshold Value T

Face Retation Angle

b1 Thrashald Valus B Image Quallty i

Face Enrolimant Thresheld T Minimum Face Size B0

Face Pltch Angle

Face Aotation Angle

mage Quality

Minimum Faca Size

LED Light Trigger Valua

Mation Detection Sansitivily

Liva Datection

B8O

L Live Delection Threshold =0
LED Light Trigger Value LY Anti-spoafing using NIR ﬁ
Mation Deteclion Sensitivity 4 WOR
Live Deleciion Anti-1lleker Made SOHZ

Live Deleclion Threshold -] Face Algarithm

Save Pholo as Tenplate ﬁ J

Anli-spoofing using NIR ﬁ_

Function Description

Function Name Description

1:N Match Threshold | Under 1:N verification mode, the verification will only be successful when the
similarity between the acquired facial image and all registered facial templates is
greater than the set value.

The valid value ranges from 65 to 120. The higher the thresholds, the lower the
misjudgement rate and the higher the rejection rate, and vice versa. It is
recommended to set the default value of 75.

1:1 Match Threshold Under 1:1 verification mode, the verification will only be successful when the

similarity between the acquired facial image and the user’s facial templates
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Face Enrollment
Threshold

Face Pitch Angle

Face Rotation Angle

Image Quality

Minimum Face Size

LED Light Trigger
Threshold

Motion Detection
Sensitivity

Live Detection

Live Detection
Threshold

Anti-counterfeiting

5o

enrolled in the device is greater than the set value.

The valid value ranges from 55 to 120. The higher the thresholds, the lower the
misjudgement rate and the higher the rejection rate, and vice versa. It is
recommended to set the default value of 63.

During face enrollment, 1:N comparison is used to determine whether the user
has already registered before.

When the similarity between the acquired facial image and all registered facial
templates is greater than the set threshold, it indicates that the face has already
been registered.

It is the pitch angle tolerance of a face for facial template registration and
comparison.

If a face’s pitch angle exceeds the set value, it will be filtered by the algorithm,
i.e., ignored by the terminal thus no registration and comparison interface will
be triggered.

It is the rotation angle tolerance of a face for facial template registration and
comparison.

If a face’s rotation angle exceeds the set value, it will be filtered by the
algorithm, i.e., ignored by the terminal thus no registration and comparison
interface will be triggered.

It is the image quality for facial registration and comparison. The higher the
value, the clearer image is required.

It sets the minimum face size required for facial registration and comparison.

If the minimum size of the captured image is smaller than the set value, then it
will be filtered off and not recognized as a face.

This value can also be interpreted as the face comparison distance. The farther
the individual is, the smaller the face, and the smaller number of pixels of the
face obtained by the algorithm. Therefore, adjusting this parameter can adjust
the farthest comparison distance of faces. When the value is o, the face
comparison distance is not limited.

This value controls the turning on and off of the LED light. The larger the value,
the LED light will turn on or off more frequently.

It sets the value for the amount of change in a camera’s field of view known as
potential motion detection that wakes up the terminal from standby to the
comparison interface.

The larger the value, the more sensitive the system would be, i.e., if a larger
value is set, the comparison interface activates with much ease, and the motion
detection is frequently triggered.

It detects the spoof attempt using visible light images to determine if the
provided biometric source sample is of a real person (a live human being) or a
false representation.

It facilitates judging whether the captured visible image is a real person (a live
human being). The larger the value, the better the anti-spoofing performance
using visible light.

Using near-infrared spectra imaging to identify and prevent fake photos and



with NIR

WDR

Anti-flicker Mode

F
S

ace Algorithm

ave Photo as

Template

Note: Improper adjustment of the exposure and quality parameters may severely affect the performance of

the device. Please adjust the exposure parameter only under the guidance of the after-sales service

videos attack.

Wide Dynamic Range (WDR) balances light and extends image visibility for
surveillance videos under high contrast lighting scenes and improves object
identification under bright and dark environments.

It is used when WDR is turned off. It helps to reduce flicker when the device's

screen flashes at the same frequency as the light.

It has facial algorithm related information and pause facial template update.

This function is enabled by default, and the menu interface supports enabling or
disabling this function, and there is a security prompt when switching. When this
function is disabled, it will indicate that there is a risk reminder: “Face re-

registration is required after an algorithm upgrade.”

personnel of our company.

Process to modify the Face Recognition Accuracy

On the System interface, tap on Face and then toggle to enable Anti-Spoofing using NIR to set the

anti-spoofing.

Then, on the Main Menu, tap Auto-Test > Test Face and perform the face test.

Tap three times for the scores on the right upper corner of the screen, and the red rectangular box appears to

start adjusting the mode.

Keep one arm distance between the device and the face. It is recommended not to move the face in a wide

range.

6.4 Fingerprint Parameters

Click Fingerprint on the System interface.

] Fingerprint

1:1 Thrashold Value

1N Threshold Valua

FF Sensar Sensitivity

1:1 Retry Attempls

Fingerprint Image

Function Description
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High
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FAR

Low
Medium

High

Recommended matching

1:N
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35
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thresholds

11
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Function Name Descriptions

1:1 Match Under 1:1 verification method, the verification will only be successful when the

Threshold similarity between the acquired fingerprint data and the fingerprint template
associated with the entered user ID enrolled in the device is greater than the set
value.

1:N Match Under 1:N verification method, the verification will only be successful when the

Threshold similarity between the acquired fingerprint data and the fingerprint templates
enrolled in the device is greater than the set value.

FP Sensor To set the sensibility of fingerprint acquisition. It is recommended to use the

Sensitivity default level "Medium". When the environment is dry, resulting in slow fingerprint

detection, you can set the level to "High" to raise the sensibility; when the
environment is humid, making it hard to identify the fingerprint, you can set the
level to "Low".

1:1 Retry Times In 1:1 Verification, users might forget the registered fingerprint, or press the finger
improperly. To reduce the process of re-entering user ID, retry is allowed.

FingerprintImage | This function is disabled by default. After disabling it, the fingerprint image will not
be displayed when registering and verifying fingerprints. The menu interface allows
to enable or disable this function, and there are security prompts when switching.
Four choices are available:

Show for enroll: to display the fingerprint image on the screen only during
enrollment.

Show for match: to display the fingerprint image on the screen only during
verification.

Always show: to display the fingerprint image on screen during enrollment and
verification.

None: not to display the fingerprint image.

6.5 Security Settings

Tap Security Settings on the System interface.
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b Secutity Santings

=
il

Security Mode o
Siandacne Cammunication i
-
S&H il
e
User 1D Masking |{._|,',L__

Display Verllication Nama

Dieplay Verllication Modae

Function Description

Function Name Description

When enabled, user information verification has a high level of security. This
function can be enabled or disabled via the menu interface. When switching on
and off, there are security prompts. All data will be deleted and the device will be
restarted after confirmation.

Security Mode

Note: After turning on the security mode, the product will forcibly enable the
function of returning to the standby interface when the menu times out by default
(default 60s). It does not support disabling in security mode, but it does support
disabling in non-security mode. To configure, go to Personalize > User
Interface > Menu Screen Timeout(s).

By default, this function is disabled. This function can be enabled or disabled via
the menu interface. When it is switched on, a security prompt appears, and the
device will restart after you confirm.

Standalone
Communication

The device does not support the Telnet feature, hence SSH is typically used for
remote debugging. By default, SSH is enabled. The menu interface allows you to
enable and disable SSH. When enabled, there will be a security prompt, but the
device will not need to be restarted after confirmation.

SSH

After enabled, the User ID will be partially displayed after the personnel
verification result (only the User ID with more than 2 digits supports the masking
display), and it is enabled by default.

User ID Masking

Display Verification ' After enabled, the user's name will be displayed after the personnel verification
Name result. The verification result will not show the name after disabling it.

_ o After enabled, the personnel verification result will show the user's verification
Display Verification
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Mode mode. The verification result will not show the verification mode after you disable
it.

6.6 Factory Reset

The Factory Reset function restores the device settings such as communication settings and system

settings, to the default factory settings (this function does not clear registered user data).
Tap Reset on the System interface and then tap OK to restore the default factory settings.
= Systam
Date Time
Faca
[ Firgerprim
E3 Paim Paramater
Video Inlercom Paramaters
t | Security Sattings

Resal

FeselTRestan

OK

Cancal
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6.7 Detection Managementk

Click Detection Management on the System interface.

=

Datection Management "E L e | Detaction Management
Enable lemparatune schéaning with infransd (_ Temp. Unit g o
High temparature alam threshold A Temperalue measuremenl distance Far
Temperabure over the range; access denmed ( Display Thesmmodynamiss Figure ‘.
Tempearalure devialion comactian 0.00 Display Body Temperature (
Temp. Linit C Enable mask detection (
Tamperature measurement distance For Deny nccess without mask ‘_
Enable palm temp. datection ( . Allow unwegistered people io acocess (,
Tamperature calibration Enable capture of unregistered parson (
Display Body Temperature ( Trigger external alarm (
Enable mask detection (. / Clear axternal alarm
Deny access withoul mask (_ . Exter atarm daiay(s) 255
Allow unregisiered people (o access { Farmwarne update

Function Name

Allow Unregistered
People to Access

Description

To enable or disable the unregistered people to access function.

When enabled, as long as the person who passes the detection, the device
allows the personnel to enter without registration.

Enable Capture of
Unregistered Person

To enable or disable the capture of unregistered person function.

When enabled, the device will automatically capture the photo of the
unregistered person, enabling this feature requires to enable Allow
Unregistered People to Access.

Trigger External
Alarm

When enabled, if the user's temperature is higher than the set threshold value
or the mask detection is enabled, but the mask is not worn by the person, it will
trigger an alarm.

Clear External Alarm

*

It clears the triggered alarm records of the device.

External Alarm
Delay(s)%

The delay (s) time for triggering an external alarm. It can be set in seconds.
Users may disable the function or set a value between 1 to 255.

Firmware Updatek

Choose whether to update the thermal imaging temperature detection module
software version.
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7

Tap Personalize on the Main Menu interface to customize interface settings, voice,

Personalize Settings

options, and shortcut key mappings.

7.1

Interface Settings

= Parsanalize

User Inleriace
Valce
§Y Ball Schedules

E Purich State Oplicns

| Shortcut Key Mappings

bell, punch state

Tap User Interface on the Personalize interface to customize the display style of the main interface.
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' User Interiace

Wallpaper

Language English
Manu Screan Timeout(s) B0
dle Time o Slide Show(s) ED

Slide Show Inlerval[s)

dle Time to Sleep(m) Desablad

Main Screen Style Sty 1



Function Description

Function Name Description

Wallpaper It helps to select the main screen wallpaper according to the user preference.
Language It helps to select the language of the device.
Menu Screen When there is no operation, and the time exceeds the set value, the device
Timeout (s) automatically goes back to the initial interface.
The function can either be disabled or set the required value between 60 and
99999 seconds.
Idle Time To When there is no operation, and the time exceeds the set value, a slide show is
Slide Show (s) displayed. The function can be disabled, or you may set the value between 3 and
999 seconds.
Slide Show It is the time interval in switching between different slide show pictures. The
Interval (s) function can be disabled, or you may set the interval between 3 and 999 seconds.
Idle Time To If the sleep mode is activated, and when there is no operation in the device, then
Sleep (m) the device will enter standby mode.

This function can be disabled or set a value within 1-99g9 minutes.

Main Screen Style The style of the main screen can be selected according to the user preference.

7.2 Voice Settings

Tap Voice on the Personalize interface to configure the voice settings.

S Valce

Vodce Frompl

Taouch Prompls (

=

Veluma

Function Description

Function Name Description

Voice Prompt Select whether to enable voice prompts during operating.
Touch Prompt Select whether to enable keypad sounds.
Volume Adjust the volume of the device; valid value: 0-100.
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7.3 Bell Schedules
Tap Bell Schedules on the Personalize interface to configure the Bell settings.

' Bell Schedules

Mew Ball Schedule

All Ball Schadules

® New Bell Schedule

Tap New Bell Schedule on the Bell Schedule interface to add a new bell schedule.

o Bell Schedules o New Bell Schedule
New Bell Schedule Bell Status
All Bell Schedules Bell Time
Repeat Mever
Ring Tone belld wav

@

Internal bell delay(s)

Function Description

Function Name Description

Bell Status Toggle to enable or disable the bell status.

Bell Time Once the required time is set, the device automatically triggers to ring the bell
during that time.

Repeat Set the required number of counts to repeat the scheduled bell.

Ring Tone Select aringtone.

Internal Bell Delay(s) Set the replay time of the internal bell. Valid values range from 1 to 999
seconds.

® AllBell Schedules

Once the bell is scheduled, on the Bell Schedules interface, tap All Bell Schedules to view the newly

scheduled bell.

® Edit the Scheduled Bell

On the All Bell Schedules interface, tap on the required bell schedule, and tap Edit to edit the selected bell

schedule. The editing method is the same as the operations of adding a new bell schedule.
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® Delete aBell

On the All Bell Schedules interface, tap the required bell schedule, and tap Delete, and then tap Yes to
delete the selected bell.

7.4 Punch States Options

Tap Punch States Options on the Personalize interface to configure the punch state settings.

= Punch Stale Opliens = Punch State Optiens
Punch State Mode Off Punch State Mode Manual Moce
Punch State Timeout(s) 10

Punch State Required

Function Description

Function Name Description

Punch State Mode Select a punch state mode, which can be:

Off: It disables the punch state function. And the punch state key set under
the Shortcut Key Mappings menu becomes invalid.

Manual Mode: Switch the punch state key manually, and the punch state key
will disappear after Punch State Timeout.

Auto Mode: The punch state key will automatically switch to a specific punch
status according to the predefined schedule which can be set in the Shortcut
Key Mappings.

Manual and Auto Mode: The main interface will display the auto-switch
punch state key. However, the users will still be able to select an alternative
that is the manual attendance status. After the timeout, the manual
switching punch state key will become an auto-switch punch state key.

Manual Fixed Mode: After the punch state key is set manually to a particular
punch status, the function will remain unchanged until manually switched
again.

Fixed Mode: Only the manually fixed punch state key is shown. Users cannot
change the status by pressing any other keys.

Punch State Timeout (s) | It is the amount of time for which the punch state is displayed. The value
ranges from 5~999 seconds.

Punch State Required To choose whether an attendance state needs to be selected during
verification.
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7.5 Shortcut Keys Mappings

Users may define shortcut keys for attendance status and functional keys on the main interface. So, on the
main interface, when the shortcut keys are pressed, the corresponding attendance status or the function

interface displays directly.

Tap Shortcut Key Mappings on the Personalize interface to set the required shortcut keys.

' Shorteul Key Mappings

Fi Check-In
F2 Chack-Dut
Fa Erwak-Dul
Fd Break-in
F5 Owvertime-In
Fé Overtime-Out

®  On the Shortcut Key Mappings interface, tap on the required shortcut key to configure the shortcut
key settings.

® On the Shortcut Key ("F1") interface, tap function to set the functional process of the shortcut key

either as punch state key or function key.

e |f the Shortcut key is defined as a function key (such as New user, All users, etc.), the configuration is

done as shown in the image below.

i F1 i F1

Punch State Value 0 Function Menw Lisar
Functian Funch Stata Cptions

Wame Chack-In

e [f the Shortcut key is set as a punch state key (such as check-in, check-out, etc.), then it is required to

set the punch state value (valid value 0~250), name, and switch time.
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8 Data Management

On the Main Menu, tap Data Mgt. to delete the relevant data in the device.

s | Data Mgl

E Dwiete Data

8.1 Delete Data

Tap Delete Data on the Data Mgt. interface to delete the required data.

| Dalate Data

Dralate Access Records
Dalate Attendance Photo
Dalete Blocklist Pholo

Dalata All Data

Dalete Admin Role

Dalate Access Conlrg

Dalele Lser Pholo Templales
Dwlate Profile Phota

Delete Wallpaper

Dwalate Screan Savers

Function Description

Function Name Description

Delete Access Records

To delete attendance data/access records conditionally.

Delete Attendance Photo To delete attendance photos of designated personnel.

Delete Blocklist Photo To delete the photos taken during failed verifications.

Delete All Data To delete information and attendance logs/access records of all registered

users.

Delete Admin Role - .
To remove all administrator privileges.

Delete Access Control To delete all access data.

Delete User Photo

To delete user photo templates in the device. When deleting template
Templates

photos, there is a risk reminder: “Face re-registration is required after an
algorithm upgrade.”
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Delete Profile Photo To delete all user photos in the device.

Delete Wallpaper To delete all wallpapers in the device.

Delete Screen Savers . .
To delete the screen savers in the device.

The user may select Delete All or Delete by Time Range when deleting the access records, attendance
photos or block listed photos. Selecting Delete by Time Range, you need to set a specific time range to

delete all data within a specific period.

= Delete Access Records = Starl Time

Delete All

Delate by Time Range
2020-12-08 00:00

£020)
Yy WM a]0] HH MM
Canlirm [OK) Cancal [ESC)
Select Delete by Time Range Set the time range and click OK
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9 Access Control

On the Main Menu, tap Access Control to set the schedule of the door opening, locks control and to
configure other parameters settings related to access control.

= Access Conlrel

Access Contral Dplions

! I Time Aule salling

1 Holidays
3 Combined Varilicatien
m Anli-passbock Saiup

ﬂ Duress Options

To gain access, the registered user must meet the following conditions:

® The relevant door’s current unlock time should be within any valid time zone of the user’s time period.

® The corresponding user’s group must be already set in the door unlock combination (and if there are
other groups, being set in the same access combo, then the verification of those group’s members is
also required to unlock the door).

® Indefault settings, new users are allocated into the first group with the default group time zone, where
the access combo is "1" and is set in unlock state by default.
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9.1 Access Control Options

Tap Access Control Options on the Access Control interface to set the parameters of the control lock of

the terminal and related equipment.

e Access Contrel Oplions | Access Contrel Opllans

Gale Confral Mods ﬁ_

Gale Control Made

Veritication Mode

Door Lock Delay (s)

Door Sensar Delay (s)

Door Sensar Typa
Veritication Made

Door available lima pariod
Mormal open time period
Masier Davice

Slave Device

Auxiliary input configuration
Spaaker Alarm

FResel Access Selting

Function Description

Nomal Ciose (NC)

FasswordFingerprintFa

Maone

Ot

Ot

Password FingerprniFa.

Door avallable lime period

Mormal opan Hme pariod PMana
Master Device Ot
Slave Device Ot

Auxiilary inpul canfiguration

Speaker Alarm

Resel Access Satting

Function Name

Gate Control Mode

Door Lock Delay (s)

Door Sensor Delay (s)

Door Sensor Type

Verification Mode
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Description

It toggles between ON or OFF switch to get into gate control mode or not.
When set to ON, the interface removes the Door lock relay, Door sensor
relay, and Door sensor type options.

The length of time that the device controls the electric lock to be in unlock
state.

Valid value: 1~10 seconds; o seconds represents disabling the function.

If the door is not locked and is left open for a certain duration (Door Sensor Delay),
an alarm will be triggered.

The valid value of Door Sensor Delay ranges from 1 to 255 seconds.

There are three Sensor types: None, Normal Open, and Normal Closed.

None: It means the door sensor is not in use.

Normally Open: It means the door is always left open when electric power is on.
Normally Closed: It means the door is always left closed when electric power is on.
The supported verification mode includes Password/Fingerprint/Face,

Fingerprint only, User ID only, Password, User ID + Fingerprint, Fingerprint +
Password, User ID + Fingerprint + Password, Face only, Face + Fingerprint,



Face + Password, Face + Fingerprint + Password.

Door Available Time It sets the timing for the door so that the door is accessible only during that
Period period.

Normal Open Time It is the scheduled time-period for "Normal Open" mode so that the door is
Period always open during this period.

Master Device While configuring the master and slave devices, you may set the state of the

master as Out or In.
Out: A record of verification on the master device is a check-out record.
In: A record of verification on the master device is a check-in record.
Slave Device While configuring the master and slave devices, you may set the state of the
slave as Out or In.
Out: A record of verification on the slave device is a check-out record.
In: A record of verification on the slave device is a check-in record.
Auxiliary Input Sets the door unlock time period and auxiliary output type of the auxiliary

Configuration terminal device. Auxiliary output types include None, Trigger door open,
Trigger Alarm, Trigger door open and Alarm.

Speaker Alarm It transmits a sound alarm or disassembly alarm from the local. When the
door is closed or the verification is successful, the system cancels the alarm
from the local.

Reset Access Setting The access control reset parameters include door lock delay, door sensor
delay, door sensor type, verification mode, door available time period,
normal open time period, master device, and alarm. However, erased access
control data in Data Mgt. is excluded.

9.2 Time Schedule

Tap Time Rule Setting on the Access Control interface to configure the time settings.
®  The entire system can define up to 5o Time Periods.

® Each time-period represents 10 Time Zones, i.e., 1 week and 3 holidays, and each time zone is a

standard 24 hour period per day and the user can only verify within the valid time-period.

®  One can set a maximum of 3 time periods for every time zone. The relationship among these time-
periods is "OR". Thus, when the verification time falls in any one of these time-periods, the verification
is valid.

®  The Time Zone format of each time-period is HH MM-HH MM, which is accurate to minutes according

to the 24-hour clock.

Tap the grey box to search the required Time Zone and specify the required Time Zone number (maximum

up to 5o zones).
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= Time Rulejzrst|

Sunday [o:00 2359 [O0rD0 23
Manday [ooD0 2353} 000 23
Tuesday 00000 350 foo 23
Wadnesday 0000 250] 000 23
Thursday |00 23:58] BO000 23
Friday o0 2358 o0 2
Saturday JoxnDD 2358 K000 23
Paliday lype 1 [oxc00 2359 (o000 23
roliday typa 2 [0 2358 R0Dd X
Raliday type 3 [0 2358|000 3
L

On the selected Time Zone number interface, tap on the required day (that is Monday, Tuesday, etc.) to set

the time.
= Tima Period 1
0000 2358
r i o e
0 0 z 58
» i - .
HH MM HH MM
Canlirm [OK) Cancal [ESC)

Specify the start and the end time, and then tap OK.
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Note:

® The door is inaccessible for the whole day when the End Time occurs before the Start Time (such as
23:57~23:56).
® |t is the time interval for valid access when the End Time occurs after the Start Time (such as

08:00~23:59).

® Thedooris accessible for the whole day when the End Time occurs after the Start Time (such that Start

Time is 00:00 and End Time is 23:59).

® The default Time Zone 1 indicates that the door is open all day long.

9.3 Holidays

Whenever there is a holiday, you may need a distinct access time; but changing everyone's access time one
by one is extremely cumbersome, so a holiday access time can be set that applies to all employees and the

user will be able to open the door during the holidays.

Tap Holidays on the Access Control interface to set the Holiday access.
- Holidays
Add Holiday

All Holidays

® AddaNew Holiday

Tap Add Holiday on the Holidays interface and set the holiday parameters.

= Haolldays

Na
ato
Holiday Type

FRepaats Every Year

® Edit a Holiday
On the Holidays interface, select a holiday item to be modified. Tap Edit to modify holiday parameters.
® Delete a Holiday

On the Holidays interface, select a holiday item to be deleted and tap Delete. Press OK to confirm the
deletion. After deletion, this holiday does not display on the All Holidays interface.
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9.4 Combined Verification
Access groups are arranged into different door-unlocking combinations to achieve multiple verifications
and strengthen security.

In a door-unlocking combination, the range of the combined number N is o = N = 5 and the number of

members N may all belong to one access group or may belong to five different access groups.
Tap Combined Verification on the Access Control interface to configure the combined verification setting.

= Combined Verillcation

On the combined verification interface, tap the Door-unlock combination to be set, and tap the up and
down arrows to input the combination number, and then press OK.

For Example:

e |f the Door-unlock combination 1 is set as (01 03 05 06 08). It indicates that the unlock combination 1
consists of 5 people and all the 5 individuals are from 5 groups, namely, AC Group 1, AC Group 3, AC
Group 5, AC Group 6, and AC Group 8, respectively.

e |f the Door-unlock combination 2 is set as (02 02 04 04 07). It indicates that the unlock combination 2
consists of 5 people; the first two are from AC Group 2, the next two are from AC Group 4, and the last
person is from AC Group 7.

® [fthe Door-unlock combination 3 is set as (09 09 09 09 09). It indicates that there are 5 people in this
combination; all of which are from AC Group 9.

e |f the Door-unlock combination 4 is set as (03 05 08 00 00). It indicates that the unlock combination 4
consists of only three people. The first person is from AC Group 3, the second person is from AC Group
5, and the third person is from AC Group 8.

Note: To delete the door-unlock combination, set all Door-unlock combinations to o.
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9.5 Anti-passback Setup

A user may be followed by some person(s) to enter the door without verification, resulting in a security
breach. So, to avoid such situations, the Anti-Passback option was developed. Once it is enabled, the check-

in and check-out record must occur alternatively to open the door to represent a consistent pattern.
This function requires two devices to work together:

One device is installed on the indoor side of the door (master device), and the other one is installed on the
outdoor side of the door (the slave device). The two devices communicate via the Wiegand signal. The
Wiegand format and Output type (User ID / Card Number) adopted by the master device and slave device

must be consistent.

Slave \ Master
Device Do
Dhoor
&
\ y | | ser
Out ——

Tap Anti-Passback Setup on the Access Control interface.

D Aanili-passick Saha = Ani-paanak Diraction
Ant-passhack Drection 1] nH- pas ik L ] Ho Anli-passback
() OutAnt-passtack

{7 InAnki-passback

) InDut AnS passheck

Function Description

Function Name Description

Anti-passback Direction | No Anti-Passback: The Anti-Passback function is disabled, which means
successful verification through either the master device or slave device can
unlock the door. The attendance state is not saved in this option.

Out Anti-Passback: The user can check-out only if the last record is a check-in
record otherwise an alarm is raised. However, the user can check-in freely.

In Anti-Passback: The user can check-in again only if the last record is a check-
out record otherwise an alarm is raised. However, the user can check-out
freely.

In/Out Anti-Passback: In this case, a user can check-in only if the last record is
a check-out or the user can check-out only if the last record is a check-in
otherwise the alarm is triggered.
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9.6 Duress Options Settings

Once a user activates the duress verification function with a specific authentication method(s), and when
he/she is under coercion and authenticates using duress verification, the device unlocks the door as usual.

At the same time, a signal is sent to trigger the alarm as well.

On the Access Control interface, tap Duress Options to configure the duress settings.

' Duress Options

Alarm an Password

Alarm on 1:1 Match

Alarm an 1: N Mateh

Alarm Dalay(s) 10

Duress Password MNona

Function Description

Function Name Description

Alarm on Password When a user uses the password verification method, an alarm signal will be
generated, otherwise there will be no alarm signal.

Alarm on 1:1 Match When a user uses the 1:1 verification method, an alarm signal will be generated,
otherwise there will be no alarm signal.

Alarm on 1:N Match When a user uses the 1:N verification method, an alarm signal will be generated,
otherwise there will be no alarm signal.

Alarm Delay (s) Alarm signal will not be transmitted until the alarm delay time is elapsed. The
value ranges from 1 to 999 seconds.

Duress Password Set the 6-digit duress password. When the user enters this duress password for
verification, an alarm signal will be generated.
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10 Attendance Search

Once the identity of a user is verified, the access record is saved in the device. This function enables users to
check their event logs.

Select Attendance Search on the Main Menu interface to search for the required event Logs.

S Allendance Search
l:: Event Logs

Fil Attendence Phola

ﬁ Biocklist ATT Photo

The process of searching for attendance and blocklist photos is similar to that of searching for event logs.

The following is an example of searching for event logs.

On the Attendance Search interface, tap Event Logs to search for the required record.

1. Enter the user ID to be searched and tap OK. If 2. Select the time range in which the records
you want to search for records of all users, tap need to be searched.
OK without entering any user ID.

= User 1D

= Time Ranga
Please Input(quary all dala withaut input) Todsy
() WYesterday
() This week
™Y Las weak
C This manih
(™} Last manih
il
; User Dedined
1 2 3 &
4 5 G ~
7 8 9 L
ESC 0 123
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3. Once the record search completes. Tap the

72

record highlighted in green to view its details.

= Personal Record Search
o 08:16 0816 06:19 06:18 0811
1207 Mumber of Records:48
0 15:05 15:05 12:41 1241 133
13301320 1328 1327 1320

1327 1327 13026 13:26 13:2!
13251226 12:26 10:54 10:5
10:50 10:50 10:50 10:48 10:24
10028 10:28 10027 10:26 10:2(0
08:09 09:09

1 15:00 1459 14:55 14:55 14:8!
14:24 14:24 14:24 14:24 14:2¢
1424 1424 1423 14231200
124

4. The below figure shows the details of the
selected record.

b Personal Record Search S

12-08 0818

] Wa 2
9 12-0a0E18 1 1
a 12-08 DE:18 200 2
] 1208 0618 200 2

‘Verllication Made : Gther Stalus 2




11 Avutotest

Select Main Menu, tap Autotest. It enables the system to automatically test whether the functions of

various modules are working normally, including the LCD, Voice, Camera, and Real-Time Clock (RTC).

| Autales

B Test All

{] TesiLCD

ﬂ Test Volea

E Microphone 1esi

E Tes! Fingarprint Sansor
ﬂ Tesl Face

E) restciekare

Function Description

Function Name Description

Test All To automatically test whether the LCD, audio, camera and RTC are normal.

Test LCD To automatically test the display effect of LCD screen by displaying full-color, pure
white, and pure black to check whether the screen displays colors normally.

Test Voice To automatically test whether the audio files stored in the device are complete and
the voice quality is good.

Microphone Test To test if the microphone is working properly by speaking into the microphone.
Test Fingerprint To test the fingerprint sensor by pressing a finger on the scanner to check if the
Sensor acquired fingerprint image is clear. When you are pressing a finger on the scanner,

the fingerprintimage will display on the screen.

Test Face To test if the camera functions properly by checking the pictures taken to see if they
are clear enough.

Test Clock RTC To test the RTC. The device tests whether the clock works normally and accurately
with a stopwatch. Touch the screen to start counting and press it again to stop
counting.
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12 System Information

On the Main Menu, tap System Info to view the storage status, the version information of the device, and

firmware information.

- System (nfo

E Davica Capacity
B Davice Info
G Flrmware infa
D Privacy Pollcy

Function Description

Function Name Description

Device Capacity Displays the current device's user storage, password, and face storage,
administrators, access records, attendance and blocklist photos, and user photos.

Device Info Displays the device's name, serial number, MAC address, face algorithm, platform
information, and manufacturer and manufacture date.

Firmware Info Displays the firmware version and other version information of the device.

Privacy Policy The privacy policy control will appear when the gadget turns on for the first time.

After clicking "I have read it," the customer can use the product regularly. Click
System Info -> Privacy Policy to view the content of the privacy policy. The privacy
policy's content does not allow for U disc export.

Note: The current privacy policy's text is only available in Simplified
Chinese/English. However, translation of other multi-language content is
underway, with more iterations.

74



Appendix 1

Requirements of Live Collection and Registration of Visible Light Face

Templates
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1)

7)
8)

9)

It is recommended to perform registration in an indoor environment with an appropriate light

source without underexposure or overexposure on the face.

Do not place the device towards outdoor light sources like door or window or other harsh light

sources.
Dark-color apparels other than the background color are recommended for registration.
Expose your face and forehead properly and do not cover your face and eyebrows with your hair.

It is recommended to show a normal facial expression. (A smile is acceptable, but do not close your

eyes, or incline your head to any orientation).

Two images are required for persons with eyeglasses, one image with eyeglasses and one other

without them.
Do not wear accessories like scarf or mask that may cover your mouth or chin.

Please face right towards the capturing device and locate your face in the image capturing area as

shown in the image below.

Do not include more than one face in the capturing area.

10) A distance of socm to 8ocm is recommended for capturing the image. (the distance is adjustable,

subject to body height).

Enroll face

Please mave and adjust your face on the register area




Requirements for Visible Light Digital Face Template Data

The digital photo should be straight-edged, coloured, half-portrayed with only one person, and the person
should be uncharted and in casuals. Persons who wear eyeglasses should remain to put on eyeglasses for

getting photos captured.

® Eye Distance

200 pixels or above are recommended with no less than 115 pixels of distance.
® Facial Expression

A neutral face or smile with eyes naturally open are recommended.

® Gesture and Angel

The horizontal rotating angle should not exceed +10°, elevation should not exceed +10°, and depression

angle should not exceed +10°.
® Accessories

Masks or coloured eyeglasses are not allowed. The frame of the eyeglasses should not cover the eyes and
should not reflect light. For persons with thick eyeglasses frames, it is recommended to capture two
images, one with eyeglasses and the other one without them.

® Face
Complete face with clear contour, real scale, evenly distributed light, and no shadow.
® |mage Format
Should be in BMP, JPG or JPEG.
® Data Requirement
Should comply with the following requirements:
1) White background with dark-coloured apparel.
2) 24bit true color mode.
3) JPGformat compressed image with not more than 20kb size.
4) Resolution should be between 358 x 441 to 1080 x 1920.
5) The vertical scale of head and body should be in a ratio of 2:1.
6) The photo should include the captured person’s shoulders at the same horizontal level.
7) The captured person’s eyes should be open and with clearly seen iris.
8) A neutral face or smile is preferred, showing teeth is not preferred.

9) The captured person should be easily visible, natural in color, no harsh shadow or light spot or
reflection in the face or background. The contrast and lightness level should be appropriate.
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